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Abstract

The studies on Wiener’s attack on RSA with small deciphering exponents led to the refinement
of attack bounds on the deciphering exponent in the paper “Revisiting Wiener’s Attack - New
Weak Keys in RSA” by Subhamoy Maitra and Santanu Sarkar. Further in the paper “ Extending
The Wiener’s Attack to RSA-Type Cryptosystem” by R. G. E. Pinch, it is proved that Wiener’s
attack on RSA Cryptosystem with small deciphering exponent may be extended to RSA-like
Cryptosystems on elliptic curves. Now in this paper we show that the Wiener’s extension on
RSA that refines the attack bound on deciphering exponent can also be extended to RSA-like
Cryptosystems on elliptic curves.
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1 Introduction

RSA Cryptosystem [1] is the first public key Cryptosystem invented by Ronald Rivest, Adi Shamir
and Leonard Adleman in 1977 where the encryption and decryption are based on the fact that if
N = pq is the modulus for RSA, p, ¢ distinct primes, if 1 < e < ¢(N) with (e,¢(N)) = 1 and d,
the multiplicative inverse of e modulo ¢(NV), then m®® = m mod N, for any message m, an integer
in Zn. The security [2] of this system depends on the difficulty of finding factors of a composite
positive integer, that is product of two large primes.

Wiener [3] showed that RSA Cryptosystem has a weakness if the private deciphering exponent

1
d < N—\/%. In [4], Boneh and Durfee showed that RSA is weak for d < N°2°2. In [5] Subhamoy
N7

Maitra and Santanu Sarkar shown that RSA is weak when d = N°, § < % — 3, where |pg—p| < F&,
v < % for 1 < p < 2 and also for d < %N‘s along with a condition on exponent e = O(Ngfz‘s),
6 < % and some extensions considering the difference p — ¢ are also given. In [6] R.G.E Pinch has
shown that the Wiener’s attack extends to RSA-like Cryptosystems over elliptic curves. In this
paper we show that the Wiener’s extension on RSA that refines the attack bound on deciphering
exponent can also be extended to RSA-like Cryptosystems on elliptic curves. The study is based

on developing certain estimates of Euler function ¢(N) and ¥(N) an analogue to o(INV).

2  Wiener’s Attack on RSA Cryptosystem

The main idea of Wiener’s attack [3] is that certain restrictions of d allow the fraction % to be a

convergent of £, where t = ;"é;&, this follows by using the approximation theorem.

Theorem 2.1. (Approximation Theorem): Let r be a real number, for any integer a and b

with ged(a, b) = 1 such that |r — ¢| < 57z,b > 1 then % is convergent of r. [7]

Theorem 2.2. (Wiener’s ttack): Let N = pgq, for ¢ < p < 2q be the modulus for RSA, e be the

1
public enciphering exponent and d be the deciphering exponent. If d < %7 then % is a convergent
e _ ed—1
of &, fort= o
1 ’
Theorem 2.3. (Implementation of Wiener’s attack): Let d < % and for any convergent %

of %, take ¢'(N) = ed -1 ot — N7¢/2<N)+1 and ¢y = v2’2 — N. If o',y € N, then the private key

7/

(¢,p,d) = (a' =y, 2" + o', d).

The idea of Wiener is that certain restrictions of d allow to obtain a convergent of & that is useful
in finding the factors p,q of N and the deciphering exponent d. In [5] Subhamoy Maitra and
Santanu Sarkar proposed Wiener’s extension on RSA cryptosystem improving the attack bound for
the decryption exponent d. In the following section we recall the corresponding results for Wiener’s
extension [8].

3 Wiener’s Extension on RSA

Wiener’s extension on a RSA Cryptosystem, refining the attack bound is based on following theorem

[9]. Wiener’s extension is the idea of obtaining a convergent of ——<— rather than that of %,
N4+1-2N2
which increases the bound of d, from N7% to N? . for % <0< % — B. These ideas are based on

developing certain estimates for ¢(IN).
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Theorem 3.1. Let N = pq for ¢ < p < 2q be the modulus of RSA with the enciphering exponent
e and the deciphering exponent d. For A = p—q = NP, if d < N%fﬁ, then % is a convergent of
€

- 1-
N+1-2N2

Theorem 3.2. (Implementation of Wiener’s Extension) Let d < Ni8 for p—q= NP and

for any convergent :Tl, of —<—— take ¢'(N) = Ed;,_lw’ = N7¢2N>+1 and y' = /22 — N. If
N+1-2N2 g

x’,y" € N, then the private key (¢,p,d) = (z' —y', 2" +v',d).

Implementation of extension of Wiener’s attack is the same as implementation of Wiener’s attack
on RSA Cryptosystem.

4 Extending Wiener’s Extension to RSA-like Crypto-
systems over Elliptic Curves

E : y* = 2% + Az + B is the Weierstrass form of an Elliptic curve. For any finite field F, of
characteristic p, E(Fy) = {(z,y) € Fq x Fg;4° = 23 + Ax + B} U {00} is the elliptic curve over
Fy. In 1985 Koblitz [10] and Miller [11] independently proposed using the group of points on an
elliptic curves over finite fields in discrete log cryptosystems, as there are no sub exponential time
algorithms to find the discrete log on elliptic curves.

The elliptic curves considered by Koyama-Maurer-Okamoto-Vanstone [12][13] for KMOV system
are the elliptic curves in the form

Ey(N) :y? =23 +bmod N for N = pq, p, ¢ primes with p = ¢ = 2 mod 3.

The curves Ey(p) : y*> = 2* + b mod p and Ey(q) : y*> = 2 + b mod ¢ are super singular with orders
#Ey(p) = p+1 & #Ey(q) = g+1. Further as the group E(Zp,) is such that E(Zpg) ~ E(Zp)®E(Zq),
the order of the group E(Zyq) is given as #E(Zn) = #E(Zyp) - #E(Zq) = (p+ 1)(g + 1) [14].

In the KMOV system the receiver chooses primes p,q with p = ¢ = 2 mod 3 takes N = pqg and
chooses e such that 1 <e < (p+1)(g+ 1) with ged(e, (p 4+ 1)(¢+ 1)) = 1 and makes (N, e) public.
The sender represents the message M = (m1,m2) as a point on elliptic curve E, : y* = 2% 4 b,
for b = m3 — m? mod N. The message is encrypted as C = eM and the cipher text C is sent
to the receiver. The receiver for decryption uses the decryption exponent d such that 1 < d <
(p+1)(g+1) with ed =1 mod (p+ 1)(¢+ 1) and obtains the message as dC = deM = M mod N.

The computations are carried using the Group laws on elliptic curves [12][15][16][17].

Pinch in his paper [6] showed that Wiener’s attack applies to KMOV as well. In [5] Subhamoy Maitra
and Santanu Sarkar proposed Wiener’s extension on RSA cryptosystem improving the attack bound
for the decryption exponent d. In this paper we show that Wiener’s extension also applies to the
above RSA like cryptosystems over elliptic curves(KMOV). This is done by looking at ¢ (N) =
(p+1)(¢+ 1) as an analogue of Euler’s function ¢(N). In the above RSA like cryptosystems over
the specific elliptic curves Ej : y* = 3 + b mod N, Wiener’s extension is extended by developing
certain estimates on 1 (IN), we prove the results regarding the estimates for )(N) in the following.

Lemma 4.1. Ifq < p < 2q and $(N) = (p+1)(q+1) then N+1+2N? < p(N) < N+1+%N%.
Proof.

We have (N) = (p+1)(¢+ 1)
=N+1+pq

SN+1+2N? asp+q>2N2 ... (1)
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[N

3 3 1
Also We have +q+ —=N +q— —=N2 | <O0forq<p<2qg.
(p q \/5 ) (p q \/5 ) q<p q

Then (p +q-— iN%) should be less than 0.

V2
3 .1 3 1
Therefore Y(N) =N+1+p+q< (N+1+ —N2 ) as +qg— —=N2 | <0 ...(2).
P(N) p+q ( 7 > (p =75 ) (2)
From (1) and (2) N +1+2N% <¢(N) < N+1+ 2N+, O

Theorem 4.2. (Wiener’s Extension on RSA over E(Zy)) Let N = pq for ¢ < p < 2¢q with
the enciphering exponent e and deciphering exponents d such that # =¢y(N). TA=p—q=

3 .
NP d < N17P then % is a convergent of ———.
N+142N2

d
Proof. We have

e e e t
TN e E'

e t
N+1+2N3 d‘_ N+1+2N3

JH— .
TINt+1+2N: Y(N) o(N)  d
1 1 1
N+1+2N% (N p(N)d ase>0and ed — 1 = (N)t.
$(N) — (N +1+2N?2) 1
(N +142N2)h(N) PN’
N+1+p+qg—N—1-2N3
Y(N)(N +1+2N3)

_ ptq-2N*:
N+1+2N:  P(N)

=€

[+

<P(N) as e < P(N).

asp+q—2N2 > 0.

- A2 ( 1 >+ 1
AN2 \N +1+2Nz Y(N)d’
2
asp+q—2N%: a

p+aq+2Nz

- A2 ( 1 )+ 1
4N3 \@(N) (N)d’
as N+ 1+ 2N > o(N) and 9(N) > (N).
e t 1 A2 1)
— = Cl<——(=+=>)...
N+1-2Nz d‘ w(N)<4N% d @

Now note ¥(N) > %N, since p+ q < % +1lforall N2 >9 by assuming N is large.

Therefore

Also note 84 < N for all N1 > 8, since d < N1,

Therefore, for A = N” and d = N° and substitute ¢(N) > 3N and N > 8d in (1), we get

(& t 1 Qﬁ_é 4
- - @ = <,N 2 4 —
N+1+2N3 d| 3 3Nd
1 28-3 1
<3N +6N25
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and as 23 — % < —2f for all § < % — B, we have

et
N+1+2N3z d| = 2d%
Therefore % is a convergent of ——<— for d < Ni=F, O
N4+142N2

Now using the above estimates for ¥)(N) we prove the following theorem of implementation of
Wiener’s extension.

Theorem 4.3. (Implementation of Wiener’s extension):Let d < NiP for p—q=NP and

for any convergent fi—/, of —<—, take ¥'(N) = Cd;,_l,x' = w/(N);N_I and y' = \/(x')2 —N. If
N+142N32

z',y" €N, then ¢'(N) = ¢(N) and the private key is (p,q,d) = (z' + ¢/, 2" — ¢/, d’).

Proof. Fory' =/(')2 = N,N = (' +¢') - (z' —¢).

If 2’,3' € N, then the possible cases are

y)=1land (2 +9)=N
(ii)(x' —y)=qand (z' +y)=p,as N =pg and q < p.
) N+l _
5 =X

=1and (' +9') = N, we have
Then ¢'(N) =N —1=22" = N+ 1.
Thus 2(N + 1) = ¢'(N).

ed —1
tl

3 1 e t/ o9/
<N+2+—N2, as ————1 < o7, for some t',d
N+2+ 5Nz d

V2

3 1
and Y(N) < N+ 1+ —Nz2.
v 7

1 3
Therefore N2 < —.

V2

Which is a contradiction, as we are choosing a large 'N.’
Hence case(i) is not possible.

Therefore, the only possible caseis ¢ =2’ — 3/, p=2" +¥'.

! —_— p—
By defining of z’, we have 2’ = %
Then ¢'(N) = 22’ + N +1
=p+qg+N+1
= ¥(N)

Now as ed’ = 1 mod ¢'(N) and ¢'(N) = ¢(N),d = d'.
Therefore, for ¢'(N),z’,y" € N, the private key (p,q,d) = (¢’ +y', 2" — ¢, d). O

The following example demonstrates the working of KMOV cryptosystem.
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Example 4.4. The receiver chooses primes p = 5,q = 11 takes N = pg = 55. Then he chooses
e = 5 and makes (IV, e) public.

The sender chooses a message M = (2,3), a point on the elliptic curve Ejp : y? = 2% + 1 mod 55
and enciphers the message as C' = eM mod N and sends the cipher text C to the receiver. The
computations are done by using the group laws on elliptic curves and the algorithms like doubling
and adding algorithm [15] may be used for computations

C=5M=5(2,3)=1-22+0-2"+1-2°(2,3)

=(2(2(2,3)) +(2,3))
= (2,52) mod 55.

For decryption the receiver computes 29C mod 55 as follows
29C =(1-2*+1-2°+1-2°+0-2" +1.2°C
= 2(2(2(2(2,52)))) + 2(2(2(2,52))) + 2(2(2,52)) + (2, 52) mod 55
= (2,3) mod 55
= M mod 55, the required message.

Example 4.5. (Implementation of Wiener’s extension)
Let (N, e) = (10610503, 8916809) be the public key.

The continued fraction of
e _ 8916809
N+1+2N% 10610503 + 1 + 2 - (10610503) %
~ 0.83985
=[0;1,5,4,11,5,2,1,1,1.. ]

The first five convergents of the above continued fractions are

015 21 236
T: I7 67 %7 ﬁ? e [18“19]
The required convergent is 250 as 1’ (N) = 10617048, 2’ = 3272,y = 309 are such that ¢'(N),2’,y’ €

N.

Therefore the private key (p,q,d) = (2’ +y', 2’ —y',d") = (3581, 2963, 281).

5 Conclusion

The idea of Wiener is that certain restrictions of d allow to obtain a convergent of % that is useful
in finding the factors p, ¢ of N and the deciphering exponent d. Further Wiener’s extension is the

idea of obtaining a convergent of “—— rather than that of £, which increases the bound of
N+1-2N72

d, from N7 to N?®, for i <o < % — . These ideas are based on developing certain estimates for

»(N); Looking at ¢¥(N) = (p + 1)(¢ + 1) as the analogue of Euler’s function ¢(N) in the RSA

like cryptosystems over the specific elliptic curves Ep : y? = 2 4+ b mod N, Wiener’s extension is

extended by developing certain estimates on ¥(N).
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