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Abstract

Since the development of RSA in 1977, many RSA variargsdeveloped. The objectives behind these
variants are either to improve RSA decryption time, teelerate RSA encryption time or to rebalance
RSA encryption and decryption time. The Mprime RSA variara well known variant that improve
standard RSA decryption time, while Rebalanced RSA-CRiamalowered decryption time. Later, the
Rebalanced RSA-CRT Scheme A and Scheme B variants agéopled to improve encryption cost |n
Rebalanced RSA-CRT variant.
The Rprime RSA variant was proposed in 2002, as a hybrid vahni@ntise the key generation algorithm
of Rebalanced RSA (modified for k primes) together wiith decryption algorithm of Mprime RSA in
order to further improve decryption time.
In this paper, we combine the achievements of Mprime Madad RSA Rebalanced Scheme A and
Scheme B variants to develop two RSA variants that improtke the encryption and decryption tim
We call these variants RAM-RSA (Rebalanced Scheme A Mijgthme) and RBM-RSA (Rebalance
Scheme B with Mprime).
The experimental tests show that; for decryption RAM-RSARBM-RSA are respectively 3.4 and 2.8
times faster than Rprime RSA, and for encryption thesyraspectively 4.5 and 5.8 times faster than
Rprime RSA.
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1 Introduction

The most popular public key cryptosystem in use today iRBA cryptosystem, introduced by Rivest,
Shamir, and Adleman [1]. Its security is based on thadtability of the integer factorization problem.

The modulus N of a RSA cryptosystem is the produdtvof large primes p and q. The public exponent
and the secret exponethiare related byd = 1 (mod @(N)). To encrypt a messagdé with the public key
<N, e>, the messagh®l is transformed to an integer in {0,...,N-1} and the cipheet is C = M°mod N. To
decrypt the cipher tex@ with the private key <Nd>, computeM = €% mod N [1].

The main drawback of using RSA, however, is the relatieelstly encryption and decryption operations
due to the large values @& andd. To overcome this limitation, RSA-CRT was proposedirhprove
decryption time [2]. The encryption is done as the same¢ha Standard RSA, but instead of directly
computingd = C%mod N, the decryption algorithm evaluatis, = C% mod p andM, = €% mod q,
whered,, = d mod (p — 1) andd, = d mod (q — 1).

It is then possible to recover the plaintdkusing the Chinese remainder theorem. This method & fidastn
Standard RSA in decryption, because it computes two expomnemsiaif N/2-bit integers instead of one
exponentiation of N-bit integers. Unfortunately thisphmvement places extra cost on encryption time. This
situation leads to the concept of rebalanced RSA where buttymion and decryption has to have
relatively equal times. Accordingly, RSA-RCT Rebalancedavaiwas proposed in 1990 [3]

In Rebalanced RSA-CRT, bothande have the same order of magnitudepd®l). The decryption time will
depends on the bit-size of dnd ¢, but not on the bit-size af, while the encryption time depends on the
bit-size ofe. This makes the encryption for the Rebalanced RSA-CRy tiree-consuming. One solution to
this problem is provided by two variants of Rebalanced RSA;@RBihely Scheme A and Scheme B [4].

The Mprime RSA variant was introduced by Collins [5] mepirove the decryption time. Here the RSA
modulus was modified so that it consists of k primes INppps, ... p« instead of the standard two prime’s p

and g. Encryption of a messalfeis carried out exactly as in the original RSA,Ge= M€ mod N . To
decrypt a cipher text QY; = C% mod p; is calculated for each i£1< k. Next, the algorithm applies
the CRT to the Ms to get= C% mod N .

The Rprime RSA variant was proposed by Cesar [6]. iflea was to combine two RSA variants;
Rebalanced RSA and Mprime RSA to further enhance the ptemmspeed. The general idea of this scheme
is to use the key generation algorithm of Rebalanced RB8dédified for k primes) together with the
decryption algorithm of Mprime RSA. Accordingly, RprirRSA lowered decryption costs, but it does not
change the cost of encryption time.

Our proposed variants RAM-RSA and RBM-RSA aim to improveh baicryption and decryption times
simultaneously by combining Rebalanced RSA Scheme A areh&cB variants with Mprime variant.

The rest of this paper is organized as follows. In se@iwe review RSA variants relative to the developed

variants, in section 3 we present the proposed new variagitoi® 4 presents experiment and results, and
conclusions are drawn in section 5.

2 RSA Variants

In this section we presenta precise description for RSiamarthat are relevant to our proposed variants.
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2.1 RSA-CRT variant

Based on the Chinese Remainder Theorem (CRT), an RSA-CRantvavas proposed speed up RSA
decryption [2].

The key generation and encryption in RSA-CRT is sintilastandard RSA, but for decryption instead of
directly computingM =C® mod N, the decryption algorithm evaluathk, = C;l’” mod p and M, =

da . .
qu mod q, whered, = dmod (p— 1) andd, =dmod (g—1). It is then possible to recover the

plaintextM from M, and M, using the Chinese remainder theorem. This methodtis fapproximately four
times as fast as evaluatiMy= C* mod N directly.

2.2 Rebalanced RSA-CRT variant

Basically, in the original RSA, encryption is more d#fict than decryption becausés small andl is large.
A straightforward way to optimize decryption would be to itstW’ the exponents, i.e. makelarge andd
small. However, this is not recommended because smallsvafug open up RSA for what is known as
smalld exponent attacks, such as Wiener attack [3], and BoneDuafiele attack [7].

One solution is proposed by Wiener named Rebalanced RSA [3pbrdhesed variant retains the sizedof
but makes gland ¢ (d, = d mod (p — 1) andd,; = d mod (q — 1)) each of lengthw bit such thatw is
much smaller than n/2, the length gfeshd ¢ in RSA-CRT variant.

Key generation in Rebalanced RSA works as follows:

1. Given integers n and, generate two different primes p and q each is (nf2)ebig such that
ged ((p-1),(9-1))=1.

Set N = pg ang(N) = (p-1)(q-1).

Compute twav-bit integers gand d satisfying gcd(glp-1) = gcd(d,g-1) = 1 and g= d; (mod 2).
Find ad such thatl = d, mod (p — 1)andd = d, mod (q — 1).

Compute = d~* mod @ (N). The public key is <Ne> and the private key <p, g,,di>.

aprwN

Encryption is the same as for the original R6A= M mod N, but with a much largee (on the order of
N), while decryption is the same as for RSA-CRT buhwitaller ¢ and d, each isv-bit long versus (n/2)-
bit in CRT RSA, usuallyv> 160 and n/2 512.

The speedup of Rebalanced RSA-CRT over standard RSA-CRSEris=Nn/2s, for s= 160, the theoretical
speedup is 6.4 times than RSA-CRT [9].

2.3 Rebalance RSA-CRT scheme A

In Rebalanced RSA-CRT, bothande will be of the same order of magnitude¢l), and the decryption
time will depends on the bit-size of dnd d, not on the bit-size ad, while the encryption time depends on
the bit-size ok. This makes the encryption cost for the Rebalanced RSA-@R/Thigh.

To improve the encryption time in Rebalanced RSA-CRT wariants of Rebalanced RSA-CRT are
proposed, namely, Rebalanced RSA-CRT Scheme A and RelthR8&eCRT Scheme B [4].

The key generation algorithms for Rebalanced RSA-CREreehA and B, generates a public exponent
much smaller than @(N). Each key generation algorithmageth on the following fundamental theorem
from number theory.
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Theorem 1 If a and b are relatively prime, i.e. gcd(a, b) then we can find a unique pair (u , v) satisfying
au - bv =1, for any integer u,v€ Z [8].

The key generation algorithm, for scheme A, produces a 5684bltc exponent, and two 160-bit CRT-
exponents g d,. The encryption time is therefore reduced to about 2.68epfitne required by the original
Rebalanced RSA-CRT.

The key generation of the algorithm is as follows [4]:

1. Randomly select an odd number e of 568 bits.

2. Randomly select a number;lqf 160 bits, such that gcdggke) = 1.

3. Based on Theorem 1, determine two numbgrk,gkd,< 2 k;;, and P, e < P < 2e, satisfying g *
Kor*P + 1.

4. Factor P as P 3,k psuch that gis a number of 56 bits and p= {{i) is a prime number. If this is
infeasible, then go to Step 2.

5. Randomly select a numbey bf 160 bits, such that gcdggke) = 1.

6. Based on Theorem 1, we can uniquely determine two nsrdherk;<d,< 2 k;;, and g, e < q < 2e,
satisfying e* d = ky1* q + 1.

7. Factor q as q ;% ¢such that } is a number of 56 bits and = (q" +1) is a prime numbéhnidfis
infeasible, then go to Step 5.

8. Return (g dy, p, q, €).

The complexity of encryption in Rebalanced scheme isstimee as the complexity of decryption in RSA,
because the public exponeawill be of the same bit-size as modul@gN), thenC = M® mod N take 1.5
n3 = O(n3).

Scheme A, use 368-bit public exponent, thus Scheme A taka? = O(kn2),where Kk is bit length of public
exponent. The theoretical speedup of Scheme A is =*k&°F1.5n/k.

So, for modulo of 1024 bits with k = 568, scheme A is theoreji@all faster than Rebalanced RSA-CRT.

2.4 Rebalance RSA-CRT schemeB

The Key Generation Algorithm for scheme B produces alitlpublic exponent, and two 198-bit CRT-
exponents dp, dgq. The encryption is about 3 times faster tf@nof Rebalanced RSA-CRT, but the
decryption is a little slower than that [4].

The key generation in scheme B is as follows:

1. Randomly select an odd number e of 512 bits.

2. Randomly select an odd numbgiok198 bits, such that gcdy(le) = 1.

3. Based on Theorem 1, we can uniquely determine two msmihek,<d,< 2k,, and p’, e < p” < 2e,
satisfying e.g-k, .p" = 1.

4. If p=p'+1is not a prime number, then go to Step 2.

5. Randomly select an odd numbgok 198 bits, such that gcdg(le) = 1.

6. Based on Theorem 1, we can uniquely determine two ensnth k,<dg< 2k, and q", e < q'< 2e,
satisfying e g-k,q" = 1.

7. Ifg=q + lis not a prime number, then go to Step 5.

The public key is (N, e); the secret key is, (d,, p, g). The complexity of scheme B is the same as in
Scheme A, the main different is bit lengtheof 512

So, for modulo of 1024 bits with k = 512, scheme B is thécally 3 times faster than Rebalanced RSA-
CRT. But the decryptions in schemes A and B is a little slokaer that of Rebalanced RSA-CRT.
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25 Mprime RSA variant

Mprime RSA was introduced by Collins [5], who modified theARmodulus so that it consists of k primes
N=p; p2ps... Pk instead of the traditional two primes p and g. The keyegaion, encryption and decryption
algorithms are as follows:

1. Compute k distinct prime;pp, ...p., €ach of log n/k bits in length and= []¥_, p;
2. Compute e and d such tilat e~! mod @ (N), where gcd(e, d (N))=1, O (NH"__1 p-1

3. Foralli, ¥i<k, computed; = d mod (p;, — 1)
The Public key is <N, e>, and the private key = <Npp...p., 01, G...d>

The encryption of M is exactly as in the original/R$hus C= M mod N.

To decrypt a cipher text C, first calculdte = C*mod p; for each i, £1< k. Next, apply the CRT to the
M;'s to getM = C% mod N.

Decryption in Multi-Prime RSA requirestimes O((n/r)®)compared to th€(n®) decryption of the original
RSA, Mprime RSA improves decryption time with a fact@® / ( - (/r)®) = .

2.6 Rprime RSA

This variant was proposed by Cesar [6]. The idea of thierae is to use the key generation algorithm of
Rebalanced RSA (modified for k primes) together with theryggtion algorithm of Mprime RSA in order to
further improve decryption time.

The key generation algorithm takes as inputs, k, n awehere k denotes the number of primes to be
generated, and s > 0 £91/k bits, and works as follows:

1. Generate k distinct random primes of n/k bitg.p.., p., with gcd(p- 1, p— 1, ..., p— 1) = 2; and
calculate N=gp,...px.

2. Generate k random numbers of s-bjts, @} ..., dy , such that gcd(dp p— 1) = 1, ged(gh , p— 1)
=1, ...,0cd(gk, p— 1) =1 and gmod 2 = g, mod 2 = ... = ¢k mod 2.

3. Findd such that d,; mod (p; — 1) ,d = dy, mod (p, — 1) ....d = dp mod (p, — 1) [1].

4. Calculate d by using CRT.

Public key = <N, e> and Private key =1<p,... P Go1,dp2 ...0y> [2].

Encrypting with the public key <N, e> is identical to thegimal RSA. However, as in Rebalanced RSA, the
public exponent e is much larger than the normally us@tiedecryption is the same as in Mprime RSA.

Compared to th®(n®) decryption of the original RSA, Rprime RSA improves detioyptime with a factor
n®/(rw - (/r)?) = nriw.

3 The Proposed RAM-RSA and RBM-RSA Variants

Our work is similar to Rprime RSA variant as it combieRebalanced RSA variant and Mprime variant,
but instead of lowering the decryption cost only, our proposeidnta aims to lower both encryption and
decryption time. This is accomplished by combining eadRaifalanced RSA-CRT Schema A and B, which
are proposed to improve encryption time, with Mprime whiels wroposed to improve decryption time.
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We call the first variant RAM-RSA (Rebalanced Scheman8l Mprime RSA variant). The idea of RAM-
RSA is to use the key generation algorithm of RebalaR®& scheme A (modified for k primes) together
with the decryption algorithm of Mprime RSA.

The second variant RBM-RSA (Rebalanced Schema B and MER8A variant) is similar to RAM-RSA
except that, the key generation algorithm of Rebalancé&ddeBeme B (modified for k primes) is used.

The direct hybridization of the Rebalanced scheme and Mprarants will result in a variable key length
which will be determined by lengths of tk@rimes and a fixed length of the exponent

To give the user control on the sizeefnd on the number of multiple primeks we modify the direct
hybrid variants by modifying key generation algorithms.

3.1 RAM-RSA variant

To realize this hybrid variant, we use the key generatlgarithm of Rebalanced RSA Scheme A modified
for k primes rather than two prime p and g as in Seh&mThe key generation, encryption and decryption
algorithm of this hybrid schema are as follows.

3.1.1 Key generation algorithm in RAM- RSA

In Scheme A, keys are generated by selecting two nurkpeasid k; of 160 bits, relatively prime to e, to
calculate g and ¢ and further gdand ¢ are used to generate the two primes p and g. To mudkey
generation scheme to suite Mprime variant, we could resteps 2,3 and 4 in Schema A algorithm k times
by selecting k numbers dk, ki, ..., ky) relatively prime to e, and to calculatg dd,,, dys, ..., dx and to
use these further to generate k primgp ..., p.

The key generation algorithm takes the following steps

1. Randomly select an odd number e of 568 bits.

2. Seti=1.

3. While (i<k) do

4. Randomly select a numbey &f 160 bits, such that gcd{ke) = 1.

5. Based on Theorem 1, determine two numbgys K, < dy< 2 k;;, and P, e < P < 2e, satisfyiag
dy =k, xp+1.

6. Factor P as P g,k psuch that k, is a number of 56 bits ang=p(p +1) is a prime number. If this

is infeasible, then go to Step 4, else i =i + 1.
7. Return (gh, dp Gz, ..oy Gk P P2y -oey Pk, €)

The public key is (N, e); the secret key is,(dd2, s, ..., Gk, Pu P2y -+, B

3.1.2 Encryption and decryption of RAM- RSA

Encrypting with the public key <N, e> is identical to thégimal RSA, C = M mod N. However, as in
Rebalanced RSA Schema A, the public exporasismaller than the normally used in Rebalanced RSA

To decrypt a cipher text C, first we calcultte= C%‘mod p,;for each i, £1< k. Next, we apply the CRT to

the M's to getM = C* mod N. The difference between RAM-RSA and Mprime in the decoypéilgorithm
is that, in Mprime; was used to decrypt the cipher text and it's cated from d and;js, where eacld
length can be 512 or less, but in RAM- RSA we use dip decrypt cipher text as follows:

Stepl. Calculatdf; = C*’mod p, for each i, ¥ i<k.
Step2. Apply the CRT to the M to getM = C¢ mod N.
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3.1.3 Improving RAM-RSA encryption

From the above theory the encryption of RAM-RSA is identioghat of RSA schema A, due to that fact
that e and j are selected with the same lengths in both algorithmanpve encryption in RAM-RSA we
modify the key generation as follows; so that user carrabthe size ofe and the number of multiple
prime'sk, and accordingly a fast encryption can be achieved:

Stepl: Set values of n, s, and k.

Step2. Randomly select an odd nhumber e of s bits (s < 568).

Step3. Seti=1.

Step4. While (k k) do

Step5. Randomly select numbers.kp 160 bits, such that gcd (ke) = 1.

Step6. Based on Theorem 1, we can uniquely determine twoensimjp kp< dp < 2kp, and pi, e < p<
2e, satisfyinge = d,,; — kp; * pi\ =1.

Step7. If p=pi' + 1is not a prime number, then go to Step4, elsei=i +1

Step8. Return (g, ........ ... G Py ---Pk,€)

The public key is (N, e); the secret key isi(ddhz, G, ..., Gk, Puy P2y -+, B)-
3.2 RBM-RSA variant

RBM-RSA is similar to RAM-RSA, except that the Relmelad RSA Scheme B is used instead of Scheme
A. The motivation behind this variant is the fact thdtesne B was shown by its developers to be a bit faster
than scheme A in encryption time.

3.2.1 Key generation algorithm of RBM-RSA

The key generation algorithm in RBM-RSA is similarttat of Rebalanced RSA-CRT Scheme B, but
instead of using two prime number p and g and ysankl k and use gand ¢ , we will use k primes
numbers and therefore multj's

The key generation algorithm takes the following steps

Step 1. Randomly select an odd number e of 512 bits.

Step 2. Seti=1.

Step3. While (£ k) do

Step4. Randomly select numbepsok 198 bits, such that gcdfke) = 1.

Step5. Based on Theorem 1, we can uniquely determinaumbers g, k< dy< 2k;, and p, e < p'<
2e, satisfyinge = d,,; — kp; * pi\ =1.

Step6. If p=p' + 1is not a prime number, , If this is infeasibhert go to Step 4, elsei=i + 1

Step7. Return (d, ...dy, P, ...Px.€).

The public key is (N, e); the secret key isy@, p1, ...Pw)-

3.2.2 Encryption and decryption in RBM-RSA

Encrypting and decryption steps are the same as RAM-RBanta

3.2.3 Improving RBM-RSA encryption

As in RAM-RSA, encryption of RBM-RSA is identical toatof RSA schema B, due to that fact that e and
ko are selected with the same lengths in both algorithmsmpoove encryption in RBM-RSA we modify
the key generation as follows; so that user can contr@izieeofe and the number of multiple prim&sand
accordingly a fast encryption can be achieved:
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Stepl: Set values of n, s, and k.

Step2. Randomly select an odd number e of s bits.

Step3. Seti=1.

Step4. While (£ k) do

Step5. Randomly select numbersdpl98 bits, such that ged(kg) = 1.

Step6. Based on Theorem 1, we can uniquely determine two msiohhéq,< dyi< 2k, and p, e < p'<
2e, satisfyinge * dp,; — ky; * pi\ =1.

Step . If p=p'+ 1is not a prime number, , If this is infeasible, therto Step 4, elsei=i + 1

Step8. Return (d, ...dy, Py, ...P«.€)

The public key is (N, e); the secret key isi(d.....Qk, P1, ..-PK).

4 Experiments and Results

To evaluate the performance of the developed RSA variaatspmpare the encryption and decryption time
of the direct hybrid variants, the modified variants andiiR€IRSA variant.

The codes of all variants are implemented in Java 7, rgronintop a laptop with processor Intel (R) Core
(TM) i3 -2350M CPU @2.30 GHz and 4.00 GB RAM.

A data block of size 64 bits is used in testing, and eaadbritig is executed 10 times and the average
running time calculated and compared. Tables 1 -5 showavimage running time of each variant, and
Table 6 shows the comparison result.

Table 1. Theresultsof testing the Rprime RSA variant, with key =3072

Ex-no Encryption time Decryption time
1 748 ms 16 ms
2 733 ms 32 ms
3 717 ms 15 ms
4 765 m: 31 me
5 733 ms 32 ms
6 748 ms 32 ms
7 733 ms 16 ms
8 748 ms 32 ms
9 734 m: 31 m:
10 733 ms 31 ms
Average 739.2 m: 26.8 m:

Table 2. Theresults of testing the RAM-RSA variant, with key =3408

Ex-no Encryption time Decryption time
1 219 ms 0Oms

2 203 ms 15 ms

3 187 m: 15 m¢

4 202 ms 0Oms

5 203 m: 15 m:

6 280 ms 16 ms

7 219 ms 15 ms

8 218 ms 16 ms

9 125 ms 15 ms

10 156 m: 16 m:

Average 201.2 ms 12.3 ms
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Table 3. Theresultsof testing the modified RAM - RSA with k=6, s= 512, n=3072

Ex-no Encryption time Decryption time
1 125 m: 0 mg

2 172 ms 0Oms

3 156 m: 0 ms

4 188 ms 15 ms
5 218 ms 16 ms
6 187 m: 16 m:

7 141 ms 0ms

8 171 m: 16 m:

9 156 ms 0ms
10 141 ms 15 ms
Average 165.5 ms 7.8 ms

Table 4. Theresults of testing the RBM-RSA variant, with key =3072

Ex-no Encryption time Decryption time

1 124 ms 0ms

2 125 m: 0 ms

3 124 ms 16 ms

4 140 ms 16 ms

5 141 m: 0 mg

6 124 ms 16 ms

7 141 m: 15 m:

8 125 ms 15 ms

9 125 ms Oms

10 140 ms 16 ms

Average 130.9 ms 9.4 ms
Table 5. Theresults of testing the modified RBM-RSA with k=6, s=512, n =3072

Ex-no Encryption time Decryption time

1 156 ms 16 ms

2 125 ms 16 ms

3 140 ms 16 ms

4 141 ms 15 ms

5 94 m: 16 m¢

6 109 ms 0 ms

7 109 ms 16 ms

8 140 ms 0ms

9 140 ms 0ms

10 124 m: 0 ms

Average 127.8 ms 9.5 ms

Table 6. The comparison results

Variant Key size (bits) Encryption time Decryption time

RPrime RSA 3072 739.2 ms 26.8 ms

RAM-RSA 3408 201.2 ms 12.3 ms

Modified RAM-RSA 3072 165.5 ms 7.8 ms

RBM-RSA 3072 130.9 m: 9.4 m

Modified RBM-RSA 3072 127.8 ms 9.5 ms
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4.1 Results

From Table 6 we deduce the following:

1. All developed variant have faster encryption time fRBnime RSA.

2. RAM-RSA and RBM-RSA are 3.4 and 2.8 times fasterdectryption than Rprime RSA
respectively.

3. RAM-RSA and RBM-RSA are 4.5 and 5.8 times fasteremctryption than Rprime RSA
respectively

4. These results are concise with the theoretical expectes] that is, RBM-RSA must be faster than
RAM-RSA in encryption and slower in decryption.

5 Conclusion

This paper proposed a new fast RSA variant that combiésrés of previously developed RSA variants.
The new variants improve both encryption time and decryptioe. ti

The new variants represent good choices for applicati@iseed high encryption and decryption speeds.
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